The Determinism Gap

Why Regulated Al Fails in Production — and Why Runtime Control Is the Missing Layer

Strategic Goal: Create build-vs-buy inevitability

Executive Summary

Enterprise systems are built on a deterministic assumption:
given inputs and rules, outcomes must be predictable, auditable, and defensible.

Al agents violate this assumption.
Modern Al systems combine:
e probabilistic models,
e dynamic retrieval,
e adaptive orchestration,
e and tools that mutate real-world state.
When deployed in regulated environments, this creates a new failure class:
Systems that appear healthy while producing legally indefensible outcomes.

This is not a model quality problem.
It is a runtime control problem.

Every regulated Al deployment that reaches scale eventually encounters this gap—usually
during an audit, incident, or regulatory inquiry.

RegulatedRuntime introduces a Runtime Policy Enforcement Point (PEP) that sits directly in
the execution path of Al agents, enforcing policy, identity, delegation, and data provenance at
the moment of decision, and producing replayable, audit-grade evidence by default.

The Determinism Gap
Traditional enterprise infrastructure is deterministic:
e Inputs are known
¢ Rules are explicit
e Outcomes are explainable
Al agent execution is probabilistic:
e Inputs vary dynamically
e Retrieval changes over time

e Reasoning paths are non-deterministic



e Tool calls have irreversible side effects

Regulators do not audit models.
They audit decisions.

This creates a determinism gap between how Al systems execute and how regulated institutions
are required to justify behavior.

The “Confidently Wrong” Trap
Al systems fail differently than traditional software.
In regulated deployments, we repeatedly observe:
e System dashboards remain green
e Latency and error rates are normal
e QOutputs appear reasonable
Yet behavior has drifted into:
e unauthorized data access
e policyviolations
e incorrect but plausible decisions
By the time the issue is detected:
e customers are impacted
e regulators are involved
e reconstructionisincomplete

This failure mode cannot be detected by accuracy metrics or observability tooling alone.

The Causality Crisis
Logs describe what happened.
Regulators require proof of:
e what was allowed,
e under which policy,
e withwhichinputs,
e by which delegated identity,
e atthe moment a decision was made.
Post-hoc logs cannot reconstruct:

e retrieval state



e policy versions
e composed agent intent
e tool authorization scope

Without causality, regulated Al decisions are legally indefensible.

Why Governance Fails Today
Existing approaches fail structurally:
¢ Monitoring observes outcomes, not authorization
e Static rules do not reason over composed agent actions
e Guardrails sit outside orchestration and are bypassed
e Logging is non-deterministic and incomplete
e Audits occur after damage is done

None operate in the execution path.

The Solution: Runtime Policy Enforcement

RegulatedRuntime introduces a Runtime Policy Enforcement Point (PEP) that binds, at
decision time:

o Agentidentity

e Userdelegation

e (Capability scope

e Active policy version
e Retrieval provenance
e Risk state

Each decision produces a single immutable evidence artifact capturing not just the outcome,
but the justification.

Governance moves from documentation to execution.

Strategic Implication
Regulated Al cannot scale without runtime enforcement.

Every large enterprise deploying agentic Al eventually builds this layer internally—often multiple
times, inconsistently, and under regulatory pressure.

RegulatedRuntime exists because this layer is inevitable.



This architecture is derived from production Al systems deployed in regulated financial
environments and subjected to supervisory review.



